ISAAC CARDOSO

IAM & SOFTWARE ENGINEER | IDENTITY INTEGRATIONS | REST APIS | AUTOMATION | SAILPOINT ISC
Dallas—Fort Worth, TX | icardoso9177@gmail.com | https://www.linkedin.com/in/cardosoisaac/

PROFESSIONAL SUMMARY

IAM engineer with 7 years of enterprise experience in identity lifecycle management, provisioning, automation,
integration development, and production support, primarily using Oracle Identity Manager. Brings 9 months of
hands-on SailPoint ISC experience through an OIM-to-SailPoint migration involving connector development,
transforms, cloud rules, and APlIs. Offers strong technical ownership, problem-solving, cross-team execution,
and team leadership, and is seeking a Senior IAM Engineer role focused on secure identity integrations, identity
governance, and automation.

TECHNICAL SKILLS

¢ |AM Platforms: Oracle Identity Manager (OIM), SailPoint Identity Security Cloud (ISC)

e Identity and Access: Identity Lifecycle Management, Provisioning and Deprovisioning, Identity Governance,
Access Management

¢ |AM Engineering: Connector Development, Provisioning Policies, Transforms, Cloud Rules, Before
Provisioning Rules, Workflows, Automation and Troubleshooting

o Development and APIs: Java, REST APIs, OAuth 2.0, API Integration, SQL, XML, YAML

e DevOps and Security Tools: Git, GitHub Actions, Jenkins, Kubernetes, Rancher, Wiz, Postman, CI/CD,
Vulnerability Analysis and Remediation

PROFESSIONAL EXPERIENCE

Infosys Limited — Technology Analyst Jan 2019 — Present
Consultant supporting Lumen Technologies | Enterprise IAM

e Built the Salesforce connector end to end for the migration from Oracle Identity Manager to SailPoint Identity
Security Cloud and contributed to the migration of SAVVIS AD, Fieldglass, and SuccessFactors connectors

e Developed transforms and cloud rules for the migration, used SailPoint APIs for internal IAM operations, and
provided the ServiceNow team with endpoint and payload specifications for Salesforce and SAVVIS account
requests.

e Owned the end-to-end development of the file-based SuccessFactors integration before the SailPoint
migration, building an XML parser and automated jobs that applied business rules and stored processed
records in database tables.

e Built the SuccessFactors processing solution to handle approximately 70,000 cutover records and 2,000—
3,000 daily records, including delta and future-dated records, using jobs scheduled at five-minute, two-hour,
and daily intervals.

e Led configuration, testing, and consumer coordination for migrating IAM APls from Basic Authentication to
OAuth 2.0 and from on-premises Apigee to Apigee X. Authored the required YAML configurations, which
were version-controlled in Git and deployed through GitHub Actions.

e Trained a six-person team on manual application provisioning and helped address a growing ticket queue,
improving the provisioning SLA from seven business days to one while enabling team members to take on
additional work.

CERTIFICATIONS AND CREDENTIALS

o SailPoint Identity Security Professional Credential - Knowledge Badge
e SailPoint Identity Security Expert Credential - Knowledge Badge

e Microsoft Certified: Azure Fundamentals (AZ-900)

e AWS Certified Cloud Practitioner

EDUCATION

University of Texas at Dallas - Bachelor of Science in Computer Science — Aug 2018
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